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Agenda 

• Common Scams 

• Online Banking 
Fraud 



 

 
 

 

 

SCAM Definition  

 

• Scam is trick or con used to get 
you to part with something of 
value.   

• Theft with a lie   



Common Scams  
 Emergency/Grandparent Scam 

 
 Lottery/Sweepstakes Scam 

 
 Microsoft/Windows Scam 
 
 Overpayment Scam 
 
 Romance Scams 
 
 CRA Scam 
 
 Hang Up/Call back scam  



Emergency/Grandparent 
Scam 



 

 
 

 

 

Protect Yourself  

• Never send money to anyone you don’t know and 
trust 

 
• Verify! the person’s identity before you take steps to 

help 
 
• Ask the person questions that only your loved one 

would be able to answer 



 

 
 

 

 

Lotto/Sweepstakes Scam 



 

 
 

 

 

Protect Yourself – Lotto Scam 

 

• You cannot win money or a prize in a contest 
unless you have entered it yourself, or someone 
has entered it on your behalf 

• Legitimate lotteries do not require you to pay a 
fee or a tax to collect winnings 

• Disengage and Do not Reply! 
 

 



Letters...Letters…Letters… 

 

 

 

 

 

 



 

 
 

 

 

Computer Scam/Vishing Example 



Protect Yourself: 
Microsoft/Windows Scam 

 

• Never give access to your computer to anyone 
over the phone unless you have called 
legitimate tech support 

 

• Don’t give your personal  or credit card 
information over the phone 



Overpayment Scam 



Protect Yourself: 
Overpayment Scam 

• Don’t accept a cheque or money order for 
payment for goods that is more than what you 
agreed upon 

 

• Be weary of international/non-local buyers 

 

• When in doubt, have your financial institution 
verify the cheque (amount and payee) 



Romance Scam 

 

 

 

 

 

 

 



Protect Yourself: Romance Scams 

• Never send money, or give credit card or 
online account details to anyone you do not 
know and trust 

 

• Don’t give out personal information in an 
email or when you are chatting online 



Canada Revenue Agency Scam  

 

 

 

 

 

 

 



Protect Yourself: CRA Scams 
 
• CRA Does Not accept payment in Bitcoin or gift-

cards.  Anyone who requests this payment is not 
from the CRA.  

  
• Verify!  Call CRA using the number on their website.  

 
• Urgency?  If there is urgent need to pay its likely a 

scam.   
 
• Don’t give out personal information over the phone 

 



 

 
 

 

 

Online Banking Fraud   
 Definition  

 

• Banking credentials are 
compromised by fraudsters 
– Passwords, Account numbers, Banking 

information 

• Unauthorized use of account and 
personal banking information  



 

 
 

 

 

How does online banking 
fraud happen? 

• Phishing 

• Pop Up Ads  

• Social Media 

• Vishing  

• Websites  



 

 
 

 

 

Phishing Example 



Fake Website 



Pop Up Ad Example 

 

 
 
 

 

 



 

 
 

 

 

Social Media Example 



How to protect yourself 

 

 
 
 

 

 

• Anti-Virus software 
 
• Spyware protection 
 
• Systems up to date 
 
• Secure Wi-Fi 
 
• Strong passwords 



Choose a strong P@55woRd! 

• 8 characters minimum 
 
• Lower & Upper case letters 
 
• Number & Symbols 
 
• Phrases  



 

 
 

 

 

Characteristics of weak passwords 

• Previously Used Passwords  
 
• Friends/Family/Pets names  
 
• Your Name  
 
• Your Login Info 
 
•Keyboard Patterns 

•QWERTY 

Things to Avoid: 



 

 
 

 

 

RESOURCES  

• Canadian Anti-Fraud Center 
• Your local community police office  
• Your local financial institution  
• Competition Bureau of Canada 

• Little Black Book of Scams 



 
 

 
 

 

 
 
 
    Questions? 



 
 

 
 

 

 
 
 
 
     Thank You.  


